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1. Overview

The documentDNAT™ Security Administration Module is a tool for managing user access to your

company’s documents stored in documentDNA™,

The methodology for providing security is designed around various organizational structures and
can be combined with document type and index value limitations to afford exceptional control on
both broad granular levels. This allows for a series of discrete departments to generate and manage
their own documents while at the same time maintaining corporate administration rights to allow
access to information across departments. Additionally, it accommodates the need for individual

departments to use desperate security settings and work with different arrays of document types.

documentDNAT security provides the following levels of protection:
e Corporate - Access across more than one Department
e Departmental - Access to a single Department’s documents
e Document Type - Information access can be further limited to selected document types

e Document Level - Access can be restricted to specific index key values within a document

type and/or application.

This manual explains the documentDNA™ Security Administration hierarchy and the website

module used by administrators to manage information security. The website allows administrators

to perform the following core functions:
e Create various levels of users
e Manage users’ access to information
e Generate user activity reports

e Generate application specific reports
The illustrations used in this manual are approximations of actual production screens, menus and

documents. Simulations were necessary to comply with varous security regulations.
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1.1. Prerequisites
e |E Versions — most compatible

e Broadband Internet Connection

e Standard U.S. English Key board

1.2. Typographic Convention and Icon Keys

TYPOGRAPHIC CONVENTION

Bold - Bold text is used for selectable sub topics, window buttons, screen names and flashed messages.

Monospaceltalic - Monospaceltalic text is used for path names and file names.
ICON KEY

Z  Phone

b4 Mail

7 Notes

TR Tips

A Warning

<>  URL and Path

1.3. Contact and Support

Address SourceHOV, LL.C
3232 McKinney Avenue
Suite 1000

Dallas, Texas 75204
(888) 339-4462

Compliance (Consumer Disputes) @ :Toll Free 1.800.497.9527

>4 s info@hovservices.com

Corporate Website <> : http://www.sourcehov.com
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2. Security Administration Structure

documentDNA™ security will be managed by a hierarchy of application administrators. Each tier
in the hierarchy has its own scope of capabilities. Each customer has the option to choose which

levels to utilize, as needed.

As illustrated in the below image, the document DNA™ security administration hierarchy

consists of 4 levels:
e [ason documentDNA™ Administrator
e Corporate Administrator
e Departmental Administrator

e Help Desk Administrator

Lason
Document DNA
Administrator

¥ ¥

¥ ¥ v

Lason Customer A stomer B wtormer fomer siomer 2

Corporate Corporate Administrator  dministrator  gdministrator  dministrator — dministrator

Administrator

Y Y Y Y
Department A Department B Department ... Department Z
Administrator Administrator Administrator Administrator

Y ¥ Y b
Department A Department B Department .. Department Z
Help Desk Help Desk Help Desk Help Desk
Administrator Administrator Administrator Administrator

— J ..... . e o i ..... - R i ..... _

| Department A ’ | Department B ' ; Department ... ' ; Department Z '

Users i : Users 1 i Users I Users |
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The topmost level is staffed by the Lason personnel while all the other levels are staffed

exclusively by the customer personnel.

The Corporate Administrator has jurisdiction over the entire organization with superuser rights

over all Departments, Administrators, users and documents.

However, in many circumstances, even corporate administrators will not have unfettered access to
actual documents. Although an administrator is designated Corporate, they may not, for example,

be permitted to see “Confidential” or “Medical” documents.

The Departmental Administrator’s privileges are restricted to his/her designated Department. One

Department’s Administrators have no jurisdiction over any other Departments

The Help Desk Administrator is a sub-level within a Department. This level is limited to changing

or resetting user passwords and is primarily geared towards first level support personnel.
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3. Organization of Security Module Website

The structure of the document DNA™ website is configured to meet the organizational needs of

each individual customet.

There is a single website for all Departments that have documents in documentDNAT™., All the

Department applications are listed on the home page.
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4. Access Rights to Security Administration Module

There are 8 core security management tasks that can be performed in the Security Administration
Module. The Corporate Administrator(s) can perform all tasks across all Departments. The
Department Administrator(s) can perform all but the first task for their designated Departments
only; they have no access to Departments other than their own. The Help Desk Administrator is

a Departmental position and is also confined to a designated Department.

The below table illustrates the functions of the Corporate Administrator and the Department

Administrator.
Function Corporate Administrator Department Administrator

Add/Remove Corporate Admins @

Add/Remove Department Admins @ @
Add/Remove Help Desk Admins @ @
Document Level Security (DLS) 5K O
Group Management

Add/Remove Users (&) @
Generate User Repotts @ @
Generate User Activity Reports O O
Change/Unlock User Passwords (&) @
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4.1. Accessing Security Administration Module

The procedure for accessing the Security Administration Module is the same for all levels of
Administrators. It is only after a successful login that the differences in access rights and privileges
become evident. Each level of Administration is provided with a corresponding set of tools for

performing the tasks assigned to that level.

4.1.1. To access the module

Step 1: Connect to the production URL below:

login.asprcustomerid=LLASADMIN

The following Login window appears.

DOCUMENT DNA SECURITY ADMINISTRATION

document DNA

Increasing Praductivity with Digital Hekwork Access

LASADMIN USER LOGIN

User ID | |

Password | |

Step 2: Enter the User ID.
Step 3: Enter the Password.

Step 4: Click on the Login button.

Copyright © 2013 SourceHOV', Inc. All rights reserved Page 11 of 47
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The user will find the home page as shown in the below image.

LD
documEnt DA

LASADMIN

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME

DocumentDNA Customer Administration

0 SELECT CUSTOMER

n

20PG1-FORD DSOW
AMALIFE - AAA Life Check21

ABBOTT - Abbott Laboratories Ltd
ABBVIE - ABBVIE

ABC - Anesthesia Business Consultants
ACH-ACH

AEROPOST - AEROPOSTALE
AFFINION - Affinion

AGIA - AGIA Insurance Services
AGIADC - AGIA Insurance Services DC
AGS - Associated Global Systems

AlG - AlG/American General

AlS - Affirmative Insurance Services
ALS-ALS

AMC - AnthonyMichael

ANMNALUNIN - Anna University

APEX - Apex Hospitals

AQUILA - Aquila Warkflow

>

Set Context H Update ” Add New I[ Delete

I

There are four Administrative functionalities that appear on the left pane of the home page. They

are the LASADMIN Users, Customers, XML Transfers and the DRM Rules Report.

To return to the Administration Home Page, you can click the ADMIN HOME link on the

upper left of any screen.

To exit documentDNA™ Security Administration, you can click on the Log Out button on the

left pane of any screen.

/7 Note: The Corporate and Department Level Administrator home pages have the same

appearance but the submenu differs.

/7 Note: The Department Help Desk Administrator home page is limited to a single option for

resetting the Departmental user passwords.

Copyright © 2013 SourceHOV', Inc. All rights reserved
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4.2. Users

1. Click on the Usets button.

DOCUMENT DNA SECURITY ADMINISTRATION

VISDEMO

?UCLH'nE'ﬁr DA

ADMIN HOME » CUSTOMER HOME

Users
User Reports

User Activity Report
Roles

DLS Groups

LOV DLS Groups,
Application Groups

Applications

Document Servers
DRM rules

Policy Information
Delayed Download
Admin Manual

Log Out

5
g
=l
5
@

This is the demo customer.

DocumentDNA VISDEMO Administration

2. The User’s page consists of two options namely — Search Users and Add New User.

/7 Note: The Search Users page is the default page.

Usar Reparts

Usar Activity Raport

DLs Croups
LoV LS Groups
Appisation Groups
Ui Appistion Group
appiations

Topes

Dosumant et
DM ruiss

Foey intormation

Deizfen Downican

Log out

i

2
E :
IEIIIIIIIIIIIIIi!

|ADMIN HOME = CUSTOMER HOME = USSR ADMINISTRATION

Search Users | Add New User

0 SEARCH USERS

Search gy |UseriD Vl |uke "‘ =
Update User | Copy User | Unlock User | Delete User

’ Tetal e OF Rezeeza: 120
Seleet auserm b First Name b Lot Name
[ J—— Tomy c

S R— Tomy c

O sirestes Deeument ONa Gerane uoar
. P

(=] 2-ravak Ataru Hayak

O e Sateal Singn aeen

O ssme PRS- Siems.

a suivausanzn Boiva uss

O bibeee 2rian Gibezn

o RS — Brian Gibeon

(=] shassie Ssurath sresaiz

O cardens . Cartirne

O ctersess Cres Feamcoco

a £ cLas cLs

O e

O  atam Detrn Fart

O ceams ona ona

a dnatesti DHa DHA

O sesma ona ona

O ansuplosa DocoNA DoconA

B

Tatal Nz 37 R

stanunayakThoves

zarzradizean.c=m

briar, gibzer@havearvia

sohorais Dlasen.smm

leardinhe Blazsn.c=m

=i Glasor.com

=k Bl

DOCUMENT DNA SECURITY ADMINISTRATION
& -

==

(Use leading or trailing * for wild card

Hext

b user Type
E-Czrmzeaie tgmin
=-Carpzrats somin
=-Carzrats somin
Oelizar

LRI

LRI
Z-Departmert famin

LRI

ol
3-Departmect damin
S-Corporate fomin
5-Corporate Admin
S-Corporate fomin

Z-Departmert famin
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4.2.1. Search User

The Search User page enables the user to search for an user by his User ID, First Name, Last
Name, Email ID and User Type from the Search By option. The Parameter values are ‘Like’ and

‘Is’. Using this information, the user can perform the following actions:

e Update User - View and/or modify a user profile and reset passwords
e Copy User - Create a new user by copying an existing profile
e Unlock User - Remove the password lock that occurs once a user fails to login on three

consecutive attempts.

e Delete User — Remove a user

DOCUMENT DNA SECURITY ADMINISTRATION
\I"- " ADMIN HOME » CUSTOMER HOME « USER ADMINISTRATION «
UDI:LH'I:’I?QT— DINA Search Users | Add New User
AVAYA
0 SEARCH USERS
Users ‘e
[userio v [ o[ _ [ scarcn |
(Use leading or trailing * for wild card)
User Activity Report
DLS G 5
Sage 1 of 4 Total Ne Of Records: 64 1 M e
Update User

Use the Update User function to view a profile or to modify a user profile.

To modify a profile, change the field values by keying in the new ones or by selecting new values

from the drop-down lists wherever provided.

The following step-by-step procedure explains the same.
1. Select the appropriate value from the Search By field and its respective parameter value.
2. Click on the Search button.

3. The user’s information such as the User ID, First Name, Last Name, Email ID, User

Type appears.

Copyright © 2013 SourceHOV', Inc. All rights reserved Page 14 of 47
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4. The user should select the User ID row which is to be updated and click on the Update

User link to update the information.

5. Click on the Reset button to clear the search values.

o

I

docLment Dhis
VISDEMO

Users

User Reports

User Activity Report

Roles

DLS Groups

AL

LOV DLS Groups

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME » USER ADMINISTRATION =

Search Users | Add New User

0 SEARCH USERS

*
L

Searchay | UserD ~| [1s | [docdna

Update User|| Copy User | Unlock User | Delete User

Select & User ID } Eirst Name } Last Name

® docdna Cocument DNA Generic user

» Email 1D

help.desk@hovservices.com  6-Webservice User

g o J e

F User Type

6. The following screen appears with the all the fields namely the User ID, Password, Confirm

Password, First Name, Last Name and so on which will be auto populated. The field

Middle Initial is optional.

Users

User Reports

User Activity Report

DLS Groups

LOV DLS Groups

Delayed Download

Admin Manual

Leg Out

Search Users | Add New User

‘ UPDATE USER DOCDNA

User ID ocdna First Name

Password Middle Initial

Confirm Password Last Name

o

User Typs User Email ID
Select Department [ CORPORATE Phone Number
Show worklist YES ~ Login Expires

LOV Group

GRP_SUPER *|  ymw

Force Change Password

Select System Role |V\SDEMO SYS VISDEMO_ROLE16 ¥ | gSee Details

Select AppGrp Role: |GRF‘_AREO LDGRP42 LD_XML ~

DOCUMENT LEVEL SECURITY ASSIGNMENTS Comments

Below are all applications available to the user.
N/A means DLS is not enabled for that application.

Application Id Application Name  DLS Roles
AREODL Employes Filas A
EOPO1 EOP Wouchers N/A
HIMOL Patient Racords /A
Loo1 C w7 N/A
Lpoz Invoices A
Loo3 Bank Reports N/A
Loo4 Claims A
Loos Proof of Dalivary A
— Exslanation of wa

Benefits XML

[ I coen

Password Expires in

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME « CUSTOMER HOME = USER ADMINISTRATION «

Document DNA

|

Generic user
help.desk@hovservices.com

Change To | NEVER EXPIRES v
I

Oves @No

Copyright © 2013 SourceHOV', Inc. All rights reserved
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7. The value for the User Type field will be auto populated for the selected User ID. The User

Type values are shown in the below image.

DOCUMENT DNA SECURITY ADMINISTRATION

0 UFDATE USER DOCDMNA
-y -

User ID

Password

Confirm Password

User Type

Select Department

Show Worklist

LOW Group

ADMIN HOME = CUSTOMER HOME = USER ADMINISTRATION =

Search Users | Add New User

|dncdna

User

Help-Desk Admin
Directconnect User

Department Admin
Corporate Admin

8. The Select Department field has a value named CORPORATE and the Show Worklist

field holds two values — Yes or No.

R oo o ey Avomimssanvion |
‘!)

! Rolun

‘ 4.8 Geoups

Cwlaywd Dwernlesd
e

HOME - USER ;

Search Users | Add New User

. UPDATE USER DOCONA

docora

User |
CORPORATE -
TES ~

Select System Aole

Select AppGre Aole!

GRP_SUPER %  ypw

ISOEMO S¥E VIEDEWD_ROLE1S ¥ sge Dt
GRF_AREQ LDGRP42 LD_IiL

DOCUMENT LEVEL SECURITY ASSIGNMENTS

anpooy
L=t s

HiMOL

oo

Employes Files N

LO® Veushers Wa
Eatiant Gacords s

wa
fnnine n
Eank Aegarts WA
cla A
Erond af Dalivary A
Exglanation of ik
Banafits T

Force Change Password

Commants

[NLVER

[Document DNa

[Generic user

|heip.desk@hovservices.com

O ves D e

| Change To | MEVER EXPIRES ™

Days

Copyright © 2013 SourceHOV', Inc. All rights reserved
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9. List of Values (LOV) security is used to limit a uset’s access to one or more document types
within a given application group. This selection will, most likely, be determined by the new
user’s job role or function within the department. The value of LOV Group appears in a

drop-down list. By default, the value will appear for the selected User ID.

DOCUMENT DNA SECURITY ADMINISTRATION

% l ADMIN HOME = CUSTOMER HOME = USER ADMINISTRATION =
>

‘E'PF!:F“’T.‘I % Search Users | Add New User

0 UPDATE USER DOCDNA

passors it il —
User Type Email 1D help.desk@hovservices.com
Select Department [ cORPORATE 3 Fhone Number .
Show Worklist YES - Login Expires ’—‘NEVER Change To | NEVER EXPIRES ¥
W " i
LoV Greup vzew PasswordBgiresin g [oaws
Force Change Password

Select System Role |VISDEMO SYS VISDEMO_ROLE1G % | ges Details

Select AppGrp Role: [ GRP_ARED LDGRP42 LD_XHL v

DOCUMENT LEVEL SECURITY ASSIGNMENTS Comments

Below are all applications awvailable to the user.
N/A means DLS is not enabled for that application.

A ion Id i DLS Roles
AREQD1L Employes Files N/A
EOPO1 EOP Vouchers HfA
HIMO1 Patient Records N/A
LDOL E;ﬂ':f’i“:“" e A
Doz Invaicas /A
LDO3 Bank Reports /A
LDo4 Claims WA
LDOS Proof of Delivery /A
f— Explanation of WA

Benefits XML

e

10. Click on the View link that appears below the LOV Group.

Select Department | cORPORATE w

Show Worklist VES "

LCV Group GRP_SUPER VIEW

Copyright © 2013 SourceHOV', Inc. All rights reserved Page 17 of 47
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The following image appears.

LOV Definitions

Customer Name :
LOV Security Group :

Topic ID: DNA_DOCTYP

VISDEMO
GRP_BILL

WM =

BILLING
CONTRACT
TERMINATION

11. The System Role field contains a drop-down list with many roles.

b
document

pretmmpeypern A o g

VISDEMO

Search Users | Add New User

0 UPDATE USER DOCDNA

Users *

User Reports

User ID
User Activity Report

Password
Cenfirm Passwerd

DLS Groups User Type

LOV DLS Groups Select Department
Delayed Download Show Worklist

LOV Greup
Admin Manual

Log Out

Select System Role

Select AppGrp Role:

DOCUMENT LEVEL

Selow are all applicati
N/A means DLS is not

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME = USER ADMINISTRATION =

CORPORATE w

<

GRFP_SUFER w WIEW

I_<
m
w

First Name

Middle Initial

Last Name

Email 1D

Phone Number
Login Expires
Password Expires in

Force Change Password

VISDEMO SYS VISDEMO_ROLE1E |+

See Details

—3elact-

VISDEMQ SYS VISDEMO_ROLE1
VISDEMO SYS VISDEMO_ROLE2
VISDEMQ SYS VISDEMO_ROLE3
VISDEMO SYS VISDEMO_ROLE4
VISDEMQ SYS VISDEMO_ROLES
VISDEMO SYS VISDEMO_ROLES

VISDEMO SYS VISDEMO_ROLE?

|

Comments

Application1d | | VISDEWO SYS VISDEMO_ROLEB
VISDENO Y5 VISDEMO_ROLEY
AREOOL EVISDENO SYS VISDEMO_ROLEA0
copo: o VISDENO SYS VISDENO_ROLE1
VISDEMO SYS VISDEMO_ROLEA2
HIMDL £ VISDENO SYS VISDENO_ROLE12
VISDEMO SYS VISDEMO_ROLE14
Loot £ VISDEWO SYS VISDEMO_ROLE1S
VISDEMO SYS VISDEMO_ROLE{6
Loo2 T VISDENO SYS VISDENO_ROLE17
Ay VISDEMO SYS VISDEMO_ROLE1S
VISDEMO Y5 VISDENO_ROLE1S
Loos CVISDEMO SYS VISDEMO_ROLE20
Loos _VISDEMO SYS VISDEMO_ROLE2A
VISDEMO 5YS VISDEMO_ROLE22
LoxML Explanation of WA

Benafits XML

Document DNA

|

Generic user
help.deck@hovservices.com

|

MEVER Change Te | MEVER EXPIRES %
OvesOno

Days

12. The user must perform a mouse over action on the See Details link that appears right to the

System Role field.

Copyright © 2013 SourceHOV', Inc. All rights reserved
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Select System Role

VISDEMO SYS VISDEMO_ROLE16 v
Select AppGrp Role! | GRP AREQ LDGRP42 LD XML v

The System Role explains the role that the user can perform. Using this information, the user can

perform the following actions either Y or N.

Refer to the below image.

VISDEMO_ROLE1L6 - VISDEMO 5Y5 VISDEMO_ROLELG

Add/Edit Annotation - Y View Annctation - ¥

Delete Annotation - Y Enable Email - ¥

Enable Fax - ¥ Index Update - ¥

Index Delete - Y Web Upload - Y

Split Merge - N Audit Trail - ¥
Advanced Search - Read/Write/Execute

For Example,

e Add/Edit - The user can add/edit the documents in the documentdna site when Add/Edit

Annotation is Y.
o View - The user can view the documents when View Annotation is Y.
e Delete — The user can delete the documents when Delete Annotation is Y.

e FEnable Email - The user can utilize the email feature in the documentdna site when Enable

Emailis Y.

e FEnable Fax - The user can utilize the Fax feature in the documentdna site when Enable

FaxisY.
e Index Update — The user can update the index when Index Update is Y.
e Index Delete - The user can delete the Index when Index Delete is Y.

e Web Upload — The user can access the web upload in the documentdna site when Web
Upload is Y.

e Split Merge — The user cannot view the split merge option in the documentdna site when
Split Merge is N.

e Audit Trail — The user can view the Audit Trail link when Audit Trail is Y.

Copyright © 2013 SourceHOV', Inc. All rights reserved Page 19 of 47
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e Advanced Search — The user cannot perform the advanced search when the Advanced
Search is None.

13. The Select AppGRP Role field contains a drop-down list with many AppGRP roles.

All Corp Apps
ADMIN HOME = CUSTOMER HOME = USER AD| A||But2Apps
AllButdApps
EQP
Search Users | Add New User ECQF .GRP_CLAS .GRP_DNA .GRP_HWZ2
EOP .GRP_CLAS .GRP_DNA .GRP_HW2 HCO001
& o0 nEw user EOP GRP DIA

ECP .GRP_DNA HOWW2
GRP_ARED
GRP_AREO .GRP_DMNA LD_GRP3

User ID GRP_AREQ LDGRP42 LD_XML 2 | |
GRP_AVUST X

Password GRP CLAS itial | |

- . GRP_CLAS .GRP_DMA HCO001 HOWW2 LASI02 LD_CLAIMS

Confirm Password CRP_DNA | |

User Type GRP_DHA LDGRP42 | |
GRP_DMA LD_GRP4

Select Department  |GRP_HW2 .HC001 imber | |
HCO001 LDO1GRP LD02-05 LDO3GRP | .

Show Worklist HOWW2 ires will expire on

LOV Group ag;g; d Expires in |D |Davs

LD01-04 LD02-05

lange Password
LD01-04 LDGRP42 g ®ves OnNo

LDO1GRP
Select System Role  |LDO3GRP
LDGRP42
Select AppGrp Role:| |LDGRP42 LD XML .,

Comments

o e

14. When selecting a AppGRP Role, a list of available Application Groups for that role will be

shown.

DOCUMENT LEVEL SECURITY ASSIGNMENTS

Below are all applications available to the user.
MN/A& means DLS is not enabled for that application.

Application Id Application Name DLS Roles
DAL Customer Records | OLS_27021391328300 V|
EOPO1 EQP Vouchers |DLS_2?’UE13913283[]D V|
Explanation of
LDo1 Senefite |DLS_2?[1213913283[]D V|
LDo4 Claims | DLS_27021391328300 v

Copyright © 2013 SourceHOV', Inc. All rights reserved Page 20 of 47
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15. The DLS Roles field contains a drop-down list with many DLS Roles. Choose the
appropriate DLS role.

Application Id Application Name DLS Roles
DNAD1L Customer Records DLS_27021391328300
[) | : 5300
EQPO1 EQF Vouchers DLS ALLCLAIMS
. Visdemodlsgrp
LDO1 Explafljtatn:nn of Test
=nEtts VISDEMO DLS
LDO4 Claims DLS_27021391328300 »

16. The login expiration days can be set up as shown below:

First Name |D0|:umer'|t DMNA |
Middle Initial | |
Last Name |Generic user |
Email ID \help.desk@hovservices.com|

Phone Mumber | |

Login Expires \NEVER | Change To | MEVER EXPIRES + |

Password Expires in |D

|Da3-fs

Force Change Password  (Oves ® No

17. The user can change the change the expiration value by selecting the count of days from the

Change To field.

Login Expires [NEVER | Change To | NEVER EXPIRES |
Password Expires in |D | JR EXPIRES
Force Change Password  (Oves ® No 2 DAYS
3DAYS

T DAYS
14 DAYS
30 DAYS
G0 DAYS
90 DAYS
180 DAYS
Comments 365 DAYS
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18. Depending on the Change To value selected, the Login Expires filed will change
accordingly.
For Example, if the user selects the Change To filed as 2 Days, then the Login Expires will

change to its respective expiration date.

Login Expires 109/27/2013 | Change To |2 DAYS M ||

Fassword Expires in |D |Davs

Force Change Password ®ves ONo

19. The user must enter the count of days for password expiration in the Password Expires in
field.

20. By default, each time a user is added, updated, or modified, they are required to change their
password upon their next login. Under certain circumstances it is desirable to bypass this

default.

For Example, if a user’s last name was changed due to marriage, it may not be practical for them

to change their password after such an update.

21. If required, enter the comments in the Comments box.
22. After providing the necessary information, click on the Update button to update the user
information.

23. Click on the Cancel button to cancel the update.
Copy User

Use the Copy User to clone a single user. After locating a pattern user in the main Users screen,
highlight their entry and click the Copy button. The pattern user’s profile will be copied allowing
the administrator to add the new user by specifying the new user’s name, user ID, and password.
1. Select the appropriate value from the Search By field and its respective parameter value.

2. Click on the Search button.

3. The uset’s information such as the User ID, First Name, Last Name, Email ID, User

Type appears.
4. The user should select the User ID and click on the Copy User link to create the new user.
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5. Click on the Reset button to clear the search values.

e i

Saarch Usars | Add Naw Usar

’ SEARCH USERS

(| search iy |Uswr D g B [Goim [Treecs W et |
Upddate User |[Copy User]] Unlock User | Delete User
Select s lamcIl *Eict Hams * Last Hams * Email 1n *lbsse Typs

& docdna Drocurnent DM GEnenc user help_deskghovservices.com  O-Liser

6. The following screen appears with blank fields for the User ID, Password, Confirm

Password.

Search Users | Add New User

& corvusen

[Becunvent Bra

[Gananc uear

[Onar - [raip.deskEhoves =
[corPomrats
vES - [NEVER 8] will ewpire or WEVER GXFTRES
|arr_surer | wuew &
@ ves O
Lo VISDEMD 73 WSOEMS_ROLETS o
3= GRP_CLAS GRP_DHA HCOD1 HOVW2 LASIOZ LD_CLAIME -
DOCUMENT LEVIL SECURITY ASSIGNMENTS Camments

DLS_237021381328300 (%
BhADs Custamar Lasords DLS_27021381328300 |

DLS_27021381328300 &

DLS_27021391328300 |

DLS_27021391320300 &

Looa Cimima DLS_27021381320200 =

7. Enter the User ID, Password and Confirm Password.
8. After providing the necessary information, click on the Update button to add the copied user.

9. The ‘User inserted Successfully’ message appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME = USER ADMINISTRATION =

Search Users | Add New User
o SEARCH USER

User inserted Successfully

Search By ‘UserID V‘ ‘\5 V‘ ‘docdna | @

Update User | Copy User | Unlock User | Delete User

Select & User 1D I First Name F Last Name ¥ Email 1D F User Type

@] docdna Document DA Generic user help.desk@hovservices.com  0-User
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Unlock User

Use the Unlock User to Remove the password lock that occurs once a user fails to login on

three consecutive attempts.

Use the Unlock function to remove the ‘Maximum Failed Login Attempts’ lock that is placed on
an user account following their third failed login attempt. No indication of a locked account is
currently available in the administration module, however, the error message ‘Please contact the
system administrator for help’ will be displayed on the uset’s login screen. This indicates that the

account is locked.

1. Select the appropriate value from the Search By field and its respective parameter value.

2. Click on the Search button.

3. The uset’s information such as the User ID, First Name, Last Name, Email ID, User
Type appears.

4. The user should select the User ID and click on the Unlock User link to unlock the password.

5. Click on the Reset button to clear the search values.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME = USER ADMINISTRATION =

Search Users | Add New User

‘ SEARCH USERS

Search By |UserID V| |Is V‘ |docdna | m

Update User | Copy User ||Unlock User]| Delete User

Select a User ID F First Name FLast Name F Email ID FUser Type

® docdna Document DNA Generic user help.desk@hovservices.com  0-User

6. The user will find the Reset User Password dialog box.
7. Enter the new password and click on the Reset Password button.

8. Click on the Cancel button to cancel the action.
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Reset User Password

Enter a new password and click the Reset Password button to reset password for this user.

ResetPassword

New Password:

9. The ‘User unlocked Successfully’ message appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION

Search Users | Add New User

SEARCH USERS
.
%

User unlocked Successfully

sewenoy [UserD % [ 9 [docena e |

Update User | Copy User | Unlock User | Delete User

® docdna Document DMNA Generic user help.desk@hovservices.com 0-User

Delete User

Use Delete User to completely remove an existing user from the system.

1. Select the appropriate value from the Search By field and its respective parameter value.

2. Click on the Search button.
3. The uset’s information such as the User ID, First Name, Last Name,

Type appears.

Email ID, User

4. The user should select the User ID and click on the Delete User link to delete the password.

DOCUMENT DNA SECURITY ADMINISTRATION

Search Users | Add New User

0 SEARCH USERS

— Seachy [UserD 9 (o ] (domnn N

User Activity Report

Update User | Copy User | Unlock User | |Delete User

E e e I
O]

decdna Document DNA Generic user help.desk@heowservices.com  O-User

Roles

5 N
>

DLS Groups
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5. The user will find the Delete the selected user dialog box.
6. Click on the OK button.

7. Click on the Cancel button to cancel the action.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME » USER ADMINISTRATION »

Search Users | Add New User

0 SEARCH USERS
. ".

Search By |User ID DR v| |docdna

Update User | Copy User | Unlock User | Dy

Message from webpage

Select  User ID } First Name F User Type

? ) Are you sure you want ko delete the selected user?
(O] docdna Document DNA

0-User

o ]

8. The ‘User Deleted Successfully’ message appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION
ADMIN HOME » CUSTOMER HOME » USER ADMINISTRATION =

Search Users | Add New User

’ SEARCH USERS
vt

User Deleted Successfully

Search By |UserID vl (e ¥ [
(Use leading or trailing = for wild card)

Update User | Copy User | Unlock User | Delete User

Page 1 of 6 Total No Of Records: 118 Hext
Select a User 1D } First Name b Last Name ¥ Email ID ) User Type
Q acoury

S-Corporate Admin

Copyright © 2013 SourceHOV', Inc. All rights reserved
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4.2.2. ADD New User
Use the Add New User to add a new user if no pattern user is readily available.

1. Click on the Add New User link.

DOCUMENT DNA SECURITY ADMINISTRATION

€ ADMIN HOME = CUSTOMER HOME » USER ADMINISTRATION »
il ."‘

[

ﬁ?m{..{,,. !.,'E.'QE ,D,,,!..J.f}, Search Users ||Add New User|

AVAYA
* SEARCH USERS
Users *

User Reports Search By |UserlD v| ‘Like v‘ |x

(Use leading or trailing * for wild card)

User Activity Report

Roles

VRAETY Fage 1 of & Total No Of Records: 64 Mext
LOV DLS Groups

Select a User ID » First Name F Last Name » Email ID } User Type
Application Groups

O APL Pune APL dbhatkande@avaya.com 0-User
Ul Application Group

O AP2 Pune AP2 smore@avaya.com 0-User

2. Enter the User ID, First Name, Password, Middle Name, Confirm Password, Last
Name, Email ID and Phone Number.

. Select the User Type from the drop-down list and select the Department.

. Choose Yes or No for the Show Worklist field.

. Select the LOV Group.

A o A~ W

. Select the System Role. The user will find the See Details link that appears right to the System

Role field. The user must perform a mouse over action on the See Details link.

VISDEMO_ROLE11 - VISDEMO SYS VISDEMO_ROLE11

Add/Edit Annotation - Y View Annotation - Y
Delete Annotation - ¥ Enable Email - ¥
Enable Fax - ¥ Index Update - N

Index Delete - N Web Upload - N

Split Merge - N Audit Trail - N

Advanced Search - None
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For Example,

e Add/Edit - The user can add/edit the documents in the documentdna site when Add/Edit

Annotation is Y.
e View - The user can view the documents when View Annotation is Y.
e Declete — The user can delete the documents when Delete Annotation is Y.
e Enable Email - The user can utilize the email feature in the documentdna site when Enable
Emailis Y.
e Enable Fax - The user can utilize the Fax feature in the documentdna site when Enable
FaxisY.
¢ Index Update — The user cannot update the index when Index Update is N.
e Index Delete - The user cannot delete the Index when Index Delete is N.
e Web Upload — The user cannot access the web upload in the documentdna site when Web
Upload is N.
e Split Merge — The user cannot view the split merge option in the documentdna site when
Split Merge is N.
e Audit Trail — The user cannot view the Audit Trail link when Audit Trail is N.
e Advanced Search — The user cannot perform the advanced search when the Advanced
Search is none.
7. Select the AppGrp Role.
8. Complete the Login Expiration details.
9. After providing the necessary information, click on the Add button to add the user. New users

can access the system immediately following setup.

10. Click on the Reset button to clear the fields.
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DOCUMENT DNA SECURITY ADMINISTRATION
ADMIN HOME » CUSTOMER HOME » USER ADMINISTRATION »

Search Users | Add New User

’ ADD NEW USER

User ID
Password

Confirm Password

User Type
Select Department | CORPORATE b
LOV Group GRPBILL ¥  vIEw

I

Select System Role |--SE\E|:1--

Middle Initial
Phane Number l:l

Login Expires [MEVER % will expire on [NEVER EXPIRES

b doas

Force Change Password @ yes O No

Password Expires in

Select AppGrp Role: | _gelect-

[ had QY Resat ]

Comments

11. The ‘User Inserted Successfully’ message appears as shown below.

Search Users | Add New Uscr

ADD NEW USER

User D
Password

Canfirm Password

User Typs User »
Select Department | CORPORATE -
Shaw Weorklst YES L
LOV Group GRP_BILL M vIEW
Salect System Role | _Galcl—

ppGrp Robe: | _Selacte

User Inssrted Suscessfully

First fame
Middie Initial

Last Nama

Herail 10

Phone Number

Login Expirgs NEVER | will axpara on |[NEVER EXPIRES
Password Expires in 0 | Days

Force Change Password @ vas O Na.

Commerits
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EBPP Customers

There is an additional functionality For EBPP customers, namely the Carquest, Kelly, Whole
Foods and so on.

1. While adding a new user, Enable Ebpp User Type checkbox appears on the Add New User
page.
7~ Note: An EBPP customer must be selected in the Customer list on the Customer

Administration page.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME » USER ADMINISTRATION »

Search Users | Add New User

* ADD NEW USER

Password Middle Initial l:l

Confirm Password Last Name

Select Department Phane Number I:l

Show Worklist YES v Login Expires NEVER % will expire on
LOV Group view Password Expires in l:l Davs

Force Change Password @) yes O No

Select System Role | wWHOLEFOODS SYS WHOLEFOODS_ROLE? % | Sss Details

Select AppGrp Role: [GRP WFS v

DOCUMENT LEVEL SECURITY ASSIGNMENTS Comments

Below are all applications available to the user.
N/A means DLS is not enabled for that application.

Application Id Application Name DLS Roles

WFS01 e-Paystubs N/A

WFS02 Compensation /A

Enable EBPP User Typs O |

[ror | e |

2. The Security Image drop-down list appears from which the user can select an image for the
security purpose.

3. Enter appropriate Caption for the selected image in the Enter Caption for Security Image
field.

4. Select the User Type as either Help-Desk Admin or Corporate Admin.
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MENT DNA SECURITY ADMINISTRATION

Search Users | Add New User

ADD NEW USER

User ID
Passward

Confirm Password
Usar Typs

Select Department
Show Werklist vl

LOW Group E

fshutterstods 8744828

shutterstods_5867133

shutterstod:_4854483
shutterstod:_8282513
dreamstimefres_1162101

Select System Role E

Select £ppGrp Role: E

DOCUMENT LEVEL SECLU

Below are all applications
M/& mezns DLS is nat 2ns

Application Id App|

ch_TE2842E5
shutterstods 8958548
shutterstods_S728777
shutterstod_8864805
shutterstods_3107788
shutterstod:_ 8701382

shutterstods_!
Ficnic Basket
shutterstod:_|
shutterstods_!
shutterstods_8738855
shutterstod:_5292418
shutterstod:s_ 8200588
shutterstod_5053888

WFS01 =-Payy

wesaz Zzmid

Enzble EEPP User Type

EBPE User Type

ck_8225825
shutterstods_7180284
shutterstods
shutterstoo_8524234
shutterstod:_4918328
shutterstod: 8245487

Girl playing with the waves ||
ck_8000284 -]

Security Image

Image Capticn

dreamstimefres_542828 W

First Mame
Middle Initial
Last Mame

Email ID

Phone Mumber
Legin Expires
Passward Expires in

Force Change Passweord

DS_ROLEZ ¥| === Datsils

Comments

]
I

NEVER M| will expire on NEVER EXPIRE|

@ ves O Mo

5. Click the Add button to add the Ebpp user.

6. Click the Reset button to reset the values.

7. The User Inserted Successfully message appears.
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4.3. Roles

1. Click on the Roles button that appears on the left pane.

s

(08 i
gocLament D

VISDEMO

Users

User Reports

User Activity Report

DLS Groups

LOV DLS Groups

Application Groups

Applications

Topics

Document Servers

DRM rules

Policy Information

Delayed Download

Admin Manual

Log Qut

MENT DNA SE!

ITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME

DocumentDNA VISDEMO Administration

This is the demo customer.

2. The Role’s page consists of two options namely — View Roles and Add Role.

/7 Note: The View Roles page is the default page.

> o

VISDEMO

ADMIM HOME »» CUSTOMER HOME » ROLE BASED SECURITY =

CIDCI.JI'I:\F'ﬁfﬁ;:l"JA View Roles | Add Role

e e T e i

Users

User Reports

User Activity Report

Roles

DLS Groups

LOV DL S Groups

Delayed Download

Admin Manual

Log Out

’ VIEW ROLES

Page 1 of 7 Total Mo Of Records: 66
Edit Delete = Role ID } Role Name
Edit Delete VISDEMO_APPROLEL  GRP_AVUST
Edit Delete VISDEMO_APPROLELOD LD01-04 LDGRP42
Edit Delete VISDEMO_APPROLE11 All Corp Apps
Edit Delete VISDEMO_APPROLE12 GRP_CLAS
Edit Delete VISDEMO_APPROLEL3 GRP_DNA
Edit Delete VISDEMO_APPROLE14 GRP_AREQ LDGRP42 ,LD_XML
Edit Delete VISDEMO_APPROLELS LD_GRP3
Edit Delete VISDEMO_APPROLELS LD_GRP4
Edit Delete VISDEMO_APPROLEL7 LDGRP42 LD_XML
Edit Delete VISDEMO_APPROLE1S8 LD01-04 ,LD02-05

Fage 1 of 7 Total Mo Of Records: 66

} RoleType
APPGRP
APPGRP
APPGRP
APPGRP
APPGRP
APPGRP
APPGRP
APPGRP
AFPPGRP

APPGRP

} DepartMent
CORPCRATE
CORPORATE
CORPCORATE
CORPORATE
CORPORATE
CORPORATE
CORPORATE
CORPORATE
CORPCRATE

CORPORATE

CUMENT DNA SE ITY ADMINISTRATION
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4.3.1. View Roles

The View Roles page enables the roles to edit and delete for role based security. Roles are of

three types

e System Roles
e App GRP Roles

e App DLS Roles
Edit Role

System Role
1. Select the RoleType as SYSTEM from the results table in the View Roles page.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =
View Roles | Add Role
0 VIEW ROLES
e
*e
Fage 1 of 7 Total Ne Of Records: 70 Next
Edit Delete * Role ID  Role Name - RoleType } DepartMent
Edit Delete WISDEMO_ROLE1L VISDEMOC 5Y5 VISDEMO_RCLEL SYSTEM
Edit Dalete VISDEMO_ROLE2 VISDEMO 5Y5 WISDEMO_ROLEZ  SYSTEM
Edit Delete WISDEMO_ROLE3 VISDEMOC 5Y5 WVISDEMO_RCLES SYSTEM
Edit Delete VWISDEMO_ROLE4 VISDEMO SYS WISDEMO_ROLEL  SYSTEM
Edit Delete WISDEMO_ROLES VISDEMOC 5Y5 WVISDEMO_RCLES SYSTEM
Edit Delete WISDEMO_ROLES VISDEMO SYS WISDEMO_ROLEGS SYSTEM
Edit Delete WISDEMO_ROLE7 VISDEMO 5Y5 VISDEMO_ROLE?  S5YSTEM
Edit Delete WISDEMO_ROLES VISDEMO SYS WISDEMO_ROLE3 SYSTEM
Edit Dalste VWISDEMO_ROLES VISDEMO 5Y5 WISDEMO_ROLES  SYSTEM
Edit Delete WISDEMO_ROLE10 VISDEMO SYS WVISDEMO_ROLE1O SYSTEM
Page 1 of 7 Total Mo Of Records: 70 Mext

2. Click on the Edit link for the required Role ID that requires changes on the System Roles.
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DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

0 EDIT ROLE

System Privileges
Raole ID VISDEMO_ROLE1

Enter Role Name  |VISDEMO SYS VISDEM(

Add / Edit Annotation View Annotation
Delete Annotation Enable Email
Enable Fax O Index Update
O Index Delete ‘Web Upload

O Split Merge O Audit Trail

g | o |
3. The Role ID, Role Name fields will be auto populated for the selected Role ID.

4. Edit the System Privileges and Advanced Search.
5. Click on the Update button.

ADMIN HOME » CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

EDIT ROLE

ot
.t

System Privileges
Role ID VISDEMO_ROLE1L

Enter Role Name  |VISDEMO SYS VISDEM(

O Add / Edit Annotation View Annotation
O Delete Annotation O Enable Email
Enable Fax Index Update
Index Delete Web Upload

O Split Merge Audit Trail

Advanced Search | Read/Write/Execute v

e

Copyright © 2013 SourceHOV', Inc. All rights reserved Page 34 of 47



o 9
(®

SourceHOV do

Aesaits that Exceed Erpactatons "

6. The ‘System Roles updated Successfully’ appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

o EDIT ROLE

System Roles Updated Successfully

System Privileges
Rale ID VISDEMO_ROLE1

Enter Role Name  [VISDEMO SYS VISDEMC

Add / Edit Annotation View Annotation
Delete Annotation O Enable Email

O Enable Fax O Index Update
O Index Delete Web Upload

] Split Merge Audit Trail

[ upame | cone

AppGRP Role

1. Select the RoleType as APPGRP from the results table in the View Roles page.

ADMIN HOME = CUSTOMER HOME » ROLE BASED SECURITY »
View Roles | Add Role
o VIEW ROLES
bod
A
Page 1of 7 Total No Of Records: 70
Edit Delete }Role ID } Role Name  RoleType } DepartMent
Edit Delete VISDEMO_APPROLEL  GRP_AVUST APPGRP CORPORATE
Edit Delete VISDEMO_APPROLEZ LDO1GRP APPGRP CORPORATE
Edit Delete VISDEMQ_APPROLE3 LDO3GRP APPGRP CORPORATE
Edit Delete VISDEMO_APPROLE4 LDGRP42 APPGRP CORPORATE
Edit Delete VISDEMOQ_APPROLES GRP_DNA LDGRP42 APPGRP CORPORATE
Edit Delete VISDEMO_APPROLES EOP APPGRP CORPORATE
Edit Delete VISDEMOQ_APPROLE7 GRP_CLAS ,GRP_DNA HCO01 ,HOVW2 LASIOZ LD_CLAIMS APPGRP CORPORATE
Edit Delete VISDEMO_APPROLEE LDGRP42 WEBUPLOAD APPGRP CORPORATE
Edit Delete VISDEMO_APPROLES  AllButdApps APPGRP CORPORATE
Edit Delete VISDEMO_APPROLE10 LDO01-04 LDGRP42 APPGRP CORPORATE
Page 1of 7 Total No Of Records: 70
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2. Click on the Edit link for the required Role ID that requires changes on the application
groups.

3. The GRP Role ID, GRP Role Name, Select Department ficlds will be auto populated for
the selected Role ID.

4. The application groups that are available will be listed under Available Application Groups.

5. Choose the appropriate group or groups for the user being created.

/7 Note: Hold the Ctrl key allows selecting more than one group at a time.

DOCUMINT DNA SCCURITY ADMINISTRATION
JADMIN HOME » CUSTOMER HCMF » ROLF BASED SECURTTY »

View Koles | Add Role

0 UPDATE ROLL
AP GRP Rales
GRP Role ID VISDEMO_APPROLEL
GRF RoleName  |GRP_AVUST

rment | CORPORATE v

plication Groups Seletted Applcation Groups

EOP-EO0P Vouchers L.} GRP_AVUST-Amali3h lost spps
GRF_ARED-Emgloyes Files m
AP DX A ppcons [ o] L
Add Al
| HCO01-Health Cave Calims m
HOWVW2-WR
RSt o . =

6. Click on the Add button.

/7 Note: Contact the documentDNA Help Desk or a Corporate Administrator if the desired

department is not available.

View Rules | Add Role

’ UPDATE ROLE
AFP GRP Holes
GRP Role 1D VISDEMO_APPROLEL
GRP Role Name  |GRP_AVUST
Select D ent | CORPORATE v
Avad 2 ation Groups
EOP-EOP Vouchers L

GRP_AREQ-Emglayes Files

GRP_CLAS-CLAS Contract

HZD01-Heahh Care Cabms

HOVW2Av2

LASI1-Far Lasan kniranat

LASIZLasan Infrannt - HA

LO0T-04-CLAMS GROUP -
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7. The customer administrator also has the options to add all the groups, remove a group or all

groups using the Add All, Remove, and Remove All for the Selected Application Groups

respectively.

8. The customer administrator also has the ability to adjust the order in which the applications

will appear for the user by using the UP and DOWN buttons to the right of the Selected

Application Groups list.
9. Click on the Update button.

10. The ‘AppGrp Roles updated Successfully’ appears as shown below.

DOCUMLNT DMA SLCURITY ADPINLS TRATION

ACMEN WOME « CURTOMER WOME - ROLE BASED SECLAITY o

View Roles | Add Role
& urosrenowe

Appsrp Reles Updated Successiuly

APP GRP Roles

LOO1-04-CLAMES GF
LDMGRPLDOT ONLY -

DLS Roles

1. Select the RoleType as DLSGRP from the results table in the View Roles page.

DOCUMENT DNA SECURITY ADMINISTRATION

\ADMIM HOME » CUSTOMER HOME » ROLE BASED SECURITY »
View Roles | Add Role
’ VIEW ROLES
Page 1 of 7 Total No Of Records: 70 Next
Edit Delete »Role ID a Role Name » RoleType » DepartMent
Edit Delete VISDEMO_APPROLE1L All Corp Apps APPGRP CORPORATE
Edit Delete VISDEMO_APPROLE4D AllSBut2Apps APPGRP CORPORATE
Edit Delete VISDEMO_APPROLES  AllSut4Apps APPGRP CQORPORATE
Edit Delete VISDEMO_DLSROLEL DLS_27021351328300 DLSGRP CORPORATE
Edit Delete WISDEMO_DLSROLE2 DLS _ALLCLAIMS DLSGRP CQORPORATE
Edit Delete VISDEMO_APPROLEE EOP APPGRP CQRPORATE
Edit Delete VISDEMO_APPROLE3IG EQP ,GRP_CLAS GRP_DMA ,GRP_HW2 APPGRP CORPORATE
Edit Delete VISDEMO_APPROLE2Z EOP ,GRP_CLAS ,GRP_DNA ,GRP_HW2 HC00i APPGRP CORPORATE
Edit Delete VISDEMO_APPROLE27 ECP ,GRP_DMA APPGRP CORPORATE
Edit Delete VISDEMO_APPROLE32 EOQP ,GRP_DNA ,HCO01 APPGRP CORPORATE
Page 1 of 7 Total No Of Records: 70 Next

Copyright © 2013 SourceHOV', Inc. All rights reserved

Page 37 of 47



SourceHOV

Aesaits that Exceed Erpactatons

+ 9
L
document DNA

rrrirh & Praduttiviy mith il M tearha e

2. Click on the Edit link for the required Role ID that requires changes on the DLS Roles.

DOCUMENT DNA SECURITY ADMINISTRATION

View Roles | Add Role

0 UPDATE ROLE

DLS Roles
DLS Role ID

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

VISDEMO_DLSROLE1

DLS Role Name  |pLs 7021391323300

Select Department | CORPORATE

Select DIs Group | pLS_27021391328301 v |

Cancel

3. The DLS Role ID, DLS Role Name, Select Department and Select DIs Group fields will

be auto populated for the selected Role ID.

4. Edit the Select DIs Group.
5. Click on the Update button.

6. The ‘DIsGrp Roles updated Successfully’ message appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

*

.t
.t

DLS Roles
DLS Raole 1D
DLS Role Mame

Select DIs Group

WISDEMO_DLSROLEL

DlsGrp Roles Updated Successfully

|DLS_2?0213913283[]U

Select Department | CORPORATE

]

| DLS_ALLCLAIMS

|

Cancel
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Delete Role

Use the Delete Role functionality to completely remove an existing user from the system.

1. Click on the Delete link for the required Role ID that requires to be deleted.

2. The user will find the Delete the selected role dialog box.

MENT DNA SEC!

ITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

Page 1 of 7 Total Ne OF Records:
meE e srEiie Sl Message from webpage Hext

=il BEEE »Bole ID » Role Name/ J/ Are ywou sure wou want o deleke Role? jarttient
Edit Delete VISDEMO_ROLEL WISDEMO S5 VISDEM
Edit Delete VISDEMO_ROLE2 VISDEMO S5 VISDEM
Edit Delete VISDEMO_ROLE3 WISDEMO S5 VISDE!
Edit Delete VISDEMO_ROLE4 VISDEMO SYS VISDEMO_ROLE4  SYSTEM
Edit Delete VISDEMO_ROLES WISDEMO SYS WVISDEMO_ROLES  SYSTEM
Edit Delete VISDEMO_ROLEG VISDEMO SYS VISDEMO_ROLEE  SYSTEM
Edit Delete VISDEMO_ROLE? WISDEMO SYS WVISDEMO_ROLE?  SYSTEM
Edit Delete VISDEMO_ROLES VISDEMO SYS VISDEMO_ROLEE  SYSTEM
Edit Delete VISDEMO_ROLES WISDEMO SYS WVISDEMO_ROLES  SYSTEM
Edit Delete VISDEMO_ROLE1D VISDEMO SYS VISDEMO_ROLELD SYSTEM
Page 1 of 7 Total Mo Of Records: 70 Maxt

3. Click on the OK button.

4. Click on the Cancel button to cancel the action.

MENT DNA SE! ITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

Page 1 of 7 Total Mo Of Records: Message from webpage Mext

S *Role ID > Role Name \"/ A you sure you wart b delets Role? [PAIENE
Edit Delete VISDEMO_ROLEL VISDEMO SYS VISDEM
Edit Delete  VISDEMO_ROLE2 VISDEMO SYS VISDEM
Edit Delete  VISDEMO_ROLE3 VISDEMO SY5 VISDE
Edit Delste VISDEMO_ROLE4  VISDEMO SYS VISDEMO_ROLE4  SYSTEM
Edit Delete VISDEMO_ROLES VISDEMO SYS VISDEMO_ROLES  SYSTEM
VISDEMO_ROLES VISDEMO SYS VISDEMO_ROLES  SYSTEM
Edit Delete  VISDEMO_ROLE7 VISDEMO SYS VISDEMO_ROLE7  SYSTEM
Edit Delete VISDEMO_ROLES VISDEMO SYS VISDEMO_ROLES  SYSTEM
Edit Delete  VISDEMG_ROLES VISDEMO SYS VISDEMO_ROLES ~ SYSTEM

Edit Delete VISDEMO_ROLE10 VISDEMO SYS5 VISDEMO_ROLE1D SYSTEM

Fage 1 of 7 Total Mo Of Records: 70
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5. The ‘Role Deleted Successfully’ message appears as shown below.

DOCUMENT DNA SECURITY ADMIN

ON

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

’ VIEW ROLES

Role Deleted Successfully

Page 1 of 7 Total Mo Of Records: 69
Edit Delete ¥ Role 1D » Role Name ~ RoleType } DepartMent
Edit Delete WISDEMO_ROLE1 WISDEMO 5Y3 VISDEMO_RCLEL  SYSTEM
Edit Delete WVISDEMO_ROLE2 WISDEMO 5YS VISDEMO_ROLEZ SYSTEM
Edit Delete WISDEMO_RCLE3 WISDEMO 5YS VISDEMO_ROLES SYSTEM
Edit Delete WVISDEMO_ROLE4 WISDEMO SYS VISDEMO_ROLE4  SYSTEM
Edit Delete WISDEMO_ROLES WISDEMO SYS VISDEMO_ROLES SYSTEM
Edit Delete VISDEMO_ROLEG WISDEMO SYS VISDEMO_ROLES SYSTEM
Edit Delete VISDEMO_ROLE? WISDEMO 5YS VISDEMO_ROLE7 SYSTEM
Edit Delete VISDEMO_ROLES WISDEMO SYS VISDEMO_ROLES SYSTEM
Edit Delete VISDEMO_ROLES VISDEMO SYS VISDEMO_RCLES  SYSTEM
Edit Delete VISDEMO_ROLE10 VISDEMO SYS VISDEMO_ROLE10 SYSTEM

Page 1 of 7 Total Mo Of Records: 69
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4.3.2. Add New Role

The Add New Role functionality enables to create any of the following role type for the user.
e System Roles
e App GRP Roles

e App DLS Roles
1. Click on the Add Role link.

ADMIN HOME - CUSTOMER HOME = ROLE BASED SECURITY =

View Roles ||Add Role
0 VIEW ROLES

.
LS

Page 1 of 7 Total No Of Records: 66 Next
Edit Delete 4 Role ID b Role Name b RoleType } DepartMent
Edit Delete WISDEMO_AFPROLEL  GRP_AVUST APFGRF CORFORATE
Edit Delete VISDEMO_APPROLE1D LDO1-04 LDGRP42 APPGRP CORPORATE

2. The Add Role page appears as shown below.

\ADMIN HOME » CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

’ ADD NEW ROLE

SelectRole Type | gystem Rales v

System Privileges
Role ID VISDEMO_ROLE23

gaterroietame [

[0 Add/Edit Annotation O View Annotation
O Delete Annatation O Enable Email

O Enable Fax O Index Update
O Index Delete O Web Upload

O Split Merge O Audit Trail
Advanced Search

3. Select the Role Type from the Select Role Type drop-down list.
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System Roles

1. The System Roles consists of the Role ID and the Role Name.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

’ ADD NEW ROLE

Select Role Type | APP DLS Roles |+

APP GRP Roles
APP DLS Roles

2. The Role ID will be automatically updated.
3. Enter the Role Name.
4. Check the System Privileges.

(ADMIN HOME » CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

’ ADD NEW ROLE

Select Role Type System Roles v

System Privileges
Role ID VISDEMO_ROLEZ4

Enter Role Name  |VisdemoSystem Actions

Add / Edit Annatation O View Annotation

v Delete Annotation Enable Email

=

O Enable Fax Index Update

&

v Index Delete Web Upload

=

O Split Merge O Audit Trail

Advanced search
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5. According to the above image, the checked boxes indicate the user privileges in the

documentdna site. The unchecked boxes indicate the privileges that the user must not have to

access the site.

Checked Boxes:

e Add/Edit - The user can add/edit the documents in the documentdna site.

e Declete — The user can delete the document.

e Enable Email - The user can utilize the email feature in the documentdna site.
e Index Update — The user can update the index in the documentdna site.

e Index Delete - The user can delete the Index in the documentdna site.

e Web Upload — The user can access the web upload in the documentdna site.

Unchecked Boxes:

e View - The user cannot view the documents in the documentdna site.

e Enable Fax — The user cannot enable the fax features in the documentdna site.

e Split Merge - The user cannot view the split merge option in the documentdna site.

e Audit Trail — The user cannot view the Audit Trail link in the documentdna site.

6. The Advanced Search enables the user to create Read/Write or Read/Write/Execute or

None system privileges for the role.

System Privileges
Role ID VISDEMO_ROLEZ23

Enter Role Name |

| Add / Edit Annotation O View Annotation
O Delete Annotation O Enable Email

| Enable Fax O Index Update
O Index Delete O Web Upload

| Split Merge O Audit Trail
Advanced Search |Mone v

ReadWWrite/Execute
Read/Execute

7. Click on the Save button to add the new role.
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8. The ‘System Roles Added Successfully’ message appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME - CUSTOMER HOME » ROLE BASED SECURITY »

View Roles | Add Role

0 ADD NEW ROLE

Select Role Type | System Roles |+

System Privileges

System Roles Added Successfully

Rale 1D VISDEMO_ROLE23

ererroleame [ ]

O Add / Edit Annotation O View Annaotation
O Delete Annotation O Enable Email
O Enable Fax O Index Update
O Index Delete O Web Upload
] Split Merge O Audit Trail
Advanced Search

Save

9. Click on the Clear button to clear the values.

APP GRP Roles

1. The APP GRP Roles consists of the GRP Role ID, GRP Role Name, Select Department

and Available Application Groups.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

0 ADD NEW ROLE

Select Role Type

View Roles | Add Role

APP DLS Roles

W

System Roles
APP GRP Roles

APP DLS Roles

2. The GRP Role ID will be automatically updated.
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3. Enter the GRP Role Name and select the Department.

4. The application groups that are available will be listed under Available Application Groups.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

’ ADD NEW ROLE

Select Role Type [ APP GRP Raoles +

APP GRP Roles

GRP Role ID VISDEMO_APPROLE43
GRP Role Name Visdemoappgrp

Select Department | CORPORATE v

Available Application Groups
EOP-EOQF Vouchers

Selected Application Groups
GRP_AREQ-Employee Files m
GRP_AVUST-AvivaUSA test apps _
GRP_CLAS-CLAS Contract sl
GRP_DMNA-AIl Applications

CRE- w2

HC001-Health Care Calims

HOWVW2-\W2

s

5. Choose the appropriate group or groups for the user being created.

/7 Note: Hold the Ctrl key allows selecting more than one group at a time.

6. Click on the Add button.

/7 Note: Contact the document DNA Help Desk or a Corporate Administrator if the desired

department is not available.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

’ ADD NEW ROLE

Select Role Type | APP GRP Roles v

APP GRP Roles

GRP Role ID VISDEMO_APPROLE4S
GRP Role Name Visdemoappgrp

Select Department | CORPORATE v

Available Application Groups
EOP-EOP Vouchers

Selected Application Groups
GRP_AREQ-Employes Files m
GRP_AVUST-AvivalUSA test apps -

GRP_CLAS-CLAS Contract G

GRP DMA-All Applications -
GRPHW2-W2 semove
HC001-Health Care Calims

HOWVW2-W2 hd

[

Sove ]~ ceor—|
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7. The customer administrator also has the options to add all the groups, remove a group or all
groups using the Add All, Remove, and Remove All for the Selected Application Groups
respectively.

8. The customer administrator also has the ability to adjust the order in which the applications
will appear for the user by using the UP and DOWN buttons to the right of the Selected
Application Groups list.

9. Click on the Save button.

10. The ‘AppGrp Roles inserted Successfully’ message appears as shown below.

View Redes | Add Rele

A o0 nEw RoLE

11. Click on the Clear button to clear the values.

APP DLS Roles

1. The DLS Roles consists of the DLSRole ID, DLSRole Name, Select Department and
Select DLS Groups.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

’ ADD NEW ROLE

Select Role Type | System Roles v

System Roles
APP GRF Roles

APP DLS Roles
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2. The DLSRole ID will be automatically updated.

3. Enter the DLSRole Name.

4. Select the Department.

/7 Note: When the department is selected, its corresponding DIs Group will be displayed in

Select Dls Group.
5. Select the DLS group from the list.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME » CUSTOMER HOME » ROLE BASED SECURITY =

View Roles | Add Role

* ADD NEW ROLE

Select Role Type | APP DLS Roles |+

DLS Roles
DLS Role 1D VISDEMO_DLSROLES

DLS Role Name Visdemodlsgrp
Select Department | cORPORATE w

Select DIs Group DLS_27021391328301 %

DLS 27021391328300
DLS ALLCLAIMS

6. Click on the Save button.

7. The ‘DlsGrp Roles inserted Successfully’ appears as shown below.

DOCUMENT DNA SECURITY ADMINISTRATION

ADMIN HOME = CUSTOMER HOME = ROLE BASED SECURITY =

View Roles | Add Role

ADD NEW ROLE

Select Role Type | APP DLS Roles v

DIsGrp Roles inserted Successfully

P
e

DLS Roles
DLS Raole ID VISDEMO_DLSROLES

DLS Role Name Visdemodlsgrp
Select Department | cORPORATE w
Select Dls Group DLS_27021381328301 v

T

8. Click on the Clear button to clear the values.
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